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One of the more popular narratives of online harassment or
abuse is that the perpetrator is a stranger. Or that the per-
petrator is a misguided youth using the anonymity of the In-
ternet to express anti-social behaviors that he can’t get away
with in real life. Another narrative is of sexual perversion, in
which older; entitled men groom underage girls into sharing
sexual images or videos and meeting up with them.

While these accounts exist, in most cases of online harass-
ment, the perpetrator is usually someone the victim knows
and often in the context of intimate partner violence. The ha-
rassment is either a result or part of ongoing domestic or sex-
ual violence. In many cases, the online harassment itself is a
form of domestic or sexual violence, and the abuse is often a
combination of online intimidation with offline abuse.

Although both men and women are harassed online, young
women between the ages of 18-24 experience more severe
forms of online harassment.? According to a 2014 Pew Inter-

net report, 26% of women have been stalked online, com-
pared to 8% of men; 25% of women were sexually harassed
online, compared to 6% of men; 23% of women were physi-
cally threatened online, compared to 8% of men; and 18% of
women experience sustained harassment online, compared
to 7% of men.?

In intimate partner violence, as with other tactics of abuse,
the goal of the abuser in misusing technology and online
spaces is to exert power and control over the victim. While
more traditional tactics of physical, emotional, sexual, or fi-
nancial abuse still occur, technology - the Internet, devices,
and applications - is now another tool for abusers. Technol-
ogy offers more opportunities for abusers and, unfortunate-
ly, the misuse of technology poses additional challenges for
investigators and prosecutors who may not be familiar with
the types of digital evidence that will be needed at trial. Addi-
tionally, many service providers are still struggling with how
to address this seemingly “new type” of abuse.
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IT’S STILL ABOUT POWER & CONTROL

Although the way in which intimate partner abuse or ha-
rassment occurs through technology can look different, the
goal and motive is still the same; it's about power and con-
trol. Technology allows an abuser to assert that power and
control, by keeping tabs on their partner, by knowing who
the survivor talks to, and what she/he does. This is a key
part of the control. Because so many people live their lives
on the Internet, itis a treasure trove of information, keeping
the abuser informed and in control of the victim.

In a 2014 Office for Victims of Crime (OVC) survey conduct-
ed by the Safety Net Project at the National Network to End
Domestic Violence (NNEDV), 86% of programs had worked
with survivors whose abusers harassed them through so-
cial media.* Misusing social media to threaten and harass is
almost an expected occurrence in this digital age. Abusers
will sometimes create fake accounts or email addresses for
this purpose, assuming that they can’t be caught. This is a
common tactic even if there is a protection order forbidding
them from contacting the victim.

Investigations of intimate partner violence are notorious-
ly complex and the offender’s misuse of technology further
complicates investigations by requiring investigators to
conduct cyber investigations with which they may be un-
familiar. While investigators may be well-trained and expe-
rienced in collecting evidence for cases where the offend-
er is accused of assault, battery, or stalking, investigators
may not be as familiar with conducting investigations into
cases involving charges of video voyeurism, cyber stalking
or harassment, hacking, identity theft, invasion of privacy,
or newly enacted nonconsensual pornography statutes.
However, when investigators are able to properly identi-
fy, collect, and preserve digital evidence, prosecutors can
make more informed charging decisions and introduce the
evidence at trial to prove that the offender committed the
charged crime(s), as well as for the purpose of establishing
the abusive nature of the intimate partner relationship.

Even if the victim increases her/his privacy online or blocks
the abuser in an effort to limit access, the abuser’s harass-
ment can sometimes escalate or turn toward the victim’s
friends or family. They may send negative messages about
the victim or share intimate photos without consent to
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family, friends, coworkers, or employers, with the goal of
ruining the victim’s reputation, getting the person fired, or
humiliating the victim.

Where the offender has resorted to directing their violence,
abuse, and harassment at the victim’s family, friends, or col-
leagues, investigators and prosecutors face the challenge of
properly charging the offender, noting that the listed victim
may not be the underlying victim of the intimate partner
violence, but instead the underlying victim’s friend, mother,
or new intimate partner. Prosecutors must pay strict atten-
tion to the statutory language to be sure that such cases are
charged correctly. When the listed victim is someone other
than the intimate partner, the prosecutor is further chal-
lenged to ensure that the judge or jury is allowed to hear
evidence of the offender’s ongoing tactics used to assert
power and control over the victim of the underlying abuse.

Abusers have created fake accounts pretending to be the
victim on dating sites, porn sites, or even mainstream social
media sites and encouraged others to harass the victim. In
addition to posting sexually explicit images, they will also
post personally identifying information, such as phone num-
bers or home addresses, encouraging others to contact the
survivor, implying that the victim is offering sexual favors,
including desiring “rape fantasies.” Survivors have been in-
undated with phone calls, emails, and even strangers show-
ing up at their house. Many have had to change their phone
numbers and even move to escape the harassment.

When online spaces are misused in these ways, it is ex-
tremely difficult for survivors. Removing damaging and
harmful online content is difficult, if not impossible. Survi-
vors often have to explain to family, friends, and employers
why searching their name online results with pornographic
material or negative content. In situations such as these, the
victim is victimized and traumatized again and again as the
abuse continues to affect them.

Online abuse and harassment goes beyond just social me-
dia. An abuser will take advantage of any opportunity to
monitor and/or control what the victim is doing. In the OVC
survey, 57% of providers worked with survivors whose
abusers monitored their online accounts, including phone
and bank accounts.® This can include logging into phone
accounts to activate features, including location tracking
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or forwarding calls so the survivor doesn’t receive phone
calls. They will also log into online accounts and change
passwords and other settings to prevent the survivor from
getting into the account. All of these tactics serve to intimi-
date and let the survivor know that the abuser is in control.

Even when survivors ensure that their accounts are pri-
vate, a lot of personal information is shared online that is
out of their control. Family members, friends, employers,
and even data brokers share a large amount of individu-
al information online, making it increasingly difficult for
survivors to relocate or “hide” from highly lethal abusers.
Using friends, family, and particularly children to stalk the
victim is a common practice. As the other parent, the abus-
er could have access to their children’s online activity or
install spyware on the children’s technology devices. In the
OVC survey, 66% of programs noted that abusers monitor
survivors through their children’s social media networks
or technologies.® While traditional stalking tactics are still
used, offenders no longer need to physically follow a victim
or wait outside their home to stalk them.

Harassment and stalking aren’t limited to the Internet. Ac-
cording to the OVC survey, 97% of programs reported that
abusers have harassed and stalked victims through the use
of technology.” Abusers will monitor survivors’ technology
devices either by physically going through their phones or
computer or by installing spyware on the survivor’s devices
to remotely monitor their activities. Abusers may also tam-
per with or destroy technology devices as a way to further
isolate the victim, including breaking or disabling phones,
laptops, tablets, or assistive technology devices.

Itis imperative that investigators view individual acts of ha-
rassment as part of a larger scheme of power and control
exerted by the offender. Because the technology-facilitated
harassment and stalking is only one aspect of the power and
control asserted by the offender over a long period of time,
the totality of the harassment may not be viewed by the vic-
tim or law enforcement as criminal but as individual acts of
annoyances. Moreover, a victim may not disclose on-going
abuse to police until it has been going on for quite some
time. When these actions of harassment fail to be identified
as criminal acts, it is especially difficult for investigators to
collect all relevant evidence of the crime. Prosecutors must
also be prepared to explain to a judge or jury why it is not
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only common, but expected, that a victim may not imme-
diately report the offender or crime to the police.? In some
cases, it may be advantageous for prosecutors to use expert
witnesses on victim behavior to provide the explanation.

IMPACT OF ONLINE ABUSE ON SURVIVORS

For survivors, abuse through the misuse of technology can
feel incredibly devastating and traumatic. Many survivors
express feeling as though they have no control because the
abuse is constant: it's on the phone, on the computer, in
their email, and on social media. Survivors, like anyone else,
need technology in their daily lives. They use social media
to stay in contact with friends and family, email to commu-
nicate with colleagues, and smartphone apps to pay bills.
They go online to shop, play games, or meet new people.
When all these places are infiltrated by an abusive individu-
al whose goal is to harass and harm, they have nowhere else
to go. The emotional trauma can be overwhelming.

Abuse online can also be very public. Abusers will often post
terrible things about a victim online or send messages or
pictures directly to the victim’s friends, families, or employ-
ers. Sometimes abusers will just threaten to share personal
information, such as nude images (real or photo-shopped),
sexual orientation, or HIV-status with others online to ter-
rify and control the victim. Using threats of “telling other
people” can silence and terrify a victim, particularly when
there is a power disparity, which can be the case with an
abuser and child, person with a disability, elderly person, or
a victim who is disempowered in that relationship.

Despite its sometimes public nature, online abuse can be
minimized by others. Some of the responses we hear in-
clude: “That’s just Facebook drama - I don’t want to hear
about it” Or “Because the email is from johndoe@gmail.
com, we can’t prove that it's him.” Survivors often have to
advocate strongly for service providers and the criminal
justice system to take the abuse seriously. In some cases,
survivors have had to practically do their own investiga-
tions and spend thousands of dollars to “prove” that it’s
their ex who is harassing them.

Harassment and stalking are crimes, even if many of the
tactics are perpetrated online. Stalking consists of various
behaviors that alone may not be illegal, but together can en-
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compass a course of conduct that rises to criminal behavior.’
When someone repeatedly sends messages online or tracks
someone using technology, each behavior may be difficult
to trace and identify as part of this pattern. Nevertheless, al-
though difficult, it is still stalking and harassment and these
crimes cannot be minimized and ignored. If not taken seri-
ously, most abusers will escalate and online abuse can move
offline, resulting in serious safety issues for victims.

As a solution to the abuse, survivors are often told to get rid
of their phones, close their social media accounts, and get
off the Internet. The problem with that response is that it’s
not the survivor’s engagement with the technology that’s
causing the abuse; it's the abuser who is misusing these
various technology platforms. Moreover, a survivor disen-
gaging from her/his technology will not guarantee that the
abuser will stop and could further isolate them, preventing
them from accessing help when needed. Changing a phone
number or creating a new email account may be safety
strategies, but they are not solutions. Survivors should not
have to change their lives to accommodate someone else’s
harassment and abusive control.

In addition, victim privacy must be closely guarded at all
times, particularly at the point that a prosecution is initi-
ated and the discovery process invoked.!® A prosecutor is
always required to provide any and all relevant, material,
and exculpable evidence to defense counsel. When that
evidence is contained within the victim’s cell phone, com-
puter,; or social media accounts, it is imperative that the ev-
idence is closely analyzed and that only the required mate-
rial is provided to defense counsel. For example, a victim of
stalking may have received hundreds of threatening and/or
harassing text messages and during the course of the inves-
tigation, the phone may have been forensically examined
resulting in a report that contains thousands of other irrele-
vant, immaterial text messages, as well as evidence of many
other aspects of the victim’s private life (e.g., photographs,
emails, appointments, etc.). Prosecutors must be vigilant
to ensure that only the legally required evidence is turned
over to the defendant and not the full report which details
the victim’s private life and should remain private. Prosecu-
tors should file protective orders, make appropriate redac-
tions, and insist on in camera reviews of any disputed mate-
rial so as to provide the victim with their deserved privacy.
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HOLDING ABUSERS ACCOUNTABLE

The solution to stopping abuse is to hold the abuser ac-
countable. Many abusers believe that they can get away
with these behaviors because it can’'t be proven that it is
them or there are no laws against what they are doing. Un-
fortunately, there is truth to this misunderstanding. Too of-
ten, we hear from survivors that the harassment will not be
investigated because no one knows what to do or are un-
sure of what laws are being broken. Instead, survivors are
told by police to “Call us if he shows up.”

When turning to the criminal justice system for help, survi-
vors also often hear, “We just can’t prove it.” Proving technol-
ogy misuse can be difficult. It may require technical knowl-
edge and equipment that is not readily available. However,
the vast majority of online abuse is easier to prove than some
may believe. The benefit and challenge of digital evidence
is that it can live in many places. Evidence can be gathered
from the survivor’s devices or accounts, or it may only be
available from the abuser’s devices or accounts. In some cas-
es, forensic software (some can be expensive, but some are
free) is needed to gather evidence from the victim or offend-
er’s computer or phone. Sometimes, evidence is only avail-
able from a third party, such as Google or Facebook. Because
evidence can live in multiple places, law enforcement needs
to know where it could be and know exactly what to request.
Gathering evidence can be time and resource intensive.

Online activity will almost always leave a digital trail of ev-
idence, which in combination with other evidence of the
abuser’s offline behavior, can be presented to great effect at
trial. When evidence exists online or on technology devices,
skilled investigators can follow the trail of “digital bread-
crumbs” and discover extensive evidence of identified and
unidentified crimes, as well as evidence of the offender’s
overall course of conduct.!* Where offenders have engaged
in a course of conduct, which includes multiple individual
criminal acts, prosecutors should charge the offender with
each act as well as the overall criminal course of conduct,
thereby increasing the likelihood that the offender is held
appropriately accountable.

When a case involves digital evidence, prosecutors must be
prepared to authenticate the evidence in court. In some cas-
es, the presiding judge may not be familiar or comfortable
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with how technology affects the rules of evidence, and pros-
ecutors must explain how the technology works, how the
evidence is collected, and its authenticity.!? In most cases,
screenshots may be authenticated by anyone who can testify
that the screenshot is a “fair and accurate” representation of
the screen at the time the image was captured. Sometimes,
documents must be obtained by the technology company
through subpoenas or search warrants. This evidence can
be admitted under a business records exception to the hear-
say rule, either by testimony or affidavit from a custodian of
records. If there is evidence on devices, such as computers,
tablets, and cell phones, investigators can perform a foren-
sic examination, which must be admitted through the indi-
vidual who conducted the examination. In some cases, that
examiner is a highly trained forensic examiner who has de-
cades of training and experience and qualifies as an expert.
When electronic communications are being introduced
through any form of digital evidence, a prosecutor must also
be prepared to litigate the admissibility of those statements
either as admissions by the defendant or under some other
theory. Often, the victims’ electronic communications can be
introduced to provide context to the defendants’ and/or to
show the victims' state of mind.

Another advantage in investigating technology abuse cases
is that in intimate partner abuse, the perpetrator is known
and obvious. The context of the case can give away the iden-
tity of the person even if they are masking their identity.
Unlike other crimes where the perpetrator is unknown, law
enforcement can glean evidence by looking at whether the
abuser has access to the victim’'s technology devices, ac-
counts, or personal information. Investigators can also look
at other ways in which the abuser has communicated with
the victim to see if there are any connections between the
non-abusive communication and the harassing communi-
cation. Law enforcement often reports that it may only take
one small or obvious connection to get the person to con-
fess to the rest of the online abuse.

Also keep in mind that in intimate partner violence, most
abusers don’t limit their abuse to a few angry posts on Face-
book. They are probably also monitoring the victim’s devic-
es, hacking into their online accounts, and impersonating
the victim on other websites, all in addition to the tradition-
al forms of abuse.
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Another common response that survivors hear is that the
laws do not apply to this type of harassment or behavior.
Since technology, and how it is used, is constantly evolving,
investigators and prosecutors may face a set of facts where
it seems clear that an offender has committed a criminal act,
but the offender’s actions do not necessarily perfectly fit into
a particular statutory scheme.” In some instances, current
laws may be too narrowly defined or not applicable to the
specific harassment that is occurring. In those cases, prose-
cutors need to be creative while making legal arguments for
why the offender’s actions constitute a crime. This challenge
has become particularly evident in cases where offenders
post or distribute non-consensual pornography to harass,
embarrass, and harm victims.'* It is not always necessary
to create new laws to address every conceivable misuse of
technology and online spaces. Computer crimes, eavesdrop-
ping, and even privacy laws can be used to hold abusers ac-
countable. The Safety Net Project and WomensLaw.org at
NNEDV is currently working on a project gathering applica-
ble state and federal laws that can be used when technology
is misused in the context of intimate partner violence.

When an offender is arrested, the prosecutor should argue for
elevated bond amounts due to the on-going nature of the of-
fender’s criminal activity.!® Furthermore, pretrial “no contact”
orders should explicitly prohibit the offender from contacting
the victim through third parties as well as through any digital
means, including cell phones, the Internet, and social media.
Prosecutors should also argue for case-specific prohibitions
where the offender has been shown to engage in a particular
means of communication, whether it be via a particular web-
site, form of social media, or through a particular third-party.

WORKING WITH SURVIVORS

In addition to holding abusers accountable, survivors also
need to be supported. Because technology abuse and ha-
rassment can feel traumatic and overwhelming, give con-
trol back to survivors by helping them use their technology
safely and privately.®

Document the Abuse”

Although victims should never have to investigate their own
abuse, it could be helpful for them to document what's hap-
pening. Prosecutors should engage in cooperative, coordi-
nated efforts with service providers to support victims and
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ensure their safety. Victims are not investigators, but often
they are in the best position to identify and preserve ev-
idence of the crimes being committed against them. Good
documentation can help prove the abuse and identify what
the abuser is doing. Work with the survivor to know how
and what to document. Talk to judges to see how they want
to see evidence of technology abuse in protection hearing
cases, divorces, custody cases, or criminal cases. The type
of case may determine how the survivor should document
what is happening. Survivors should not have to keep boxes
of documentation if none of it will be usable in a court case.

Understand that online content can be easily deleted, par-
ticularly if it's something the abuser posted. In addition,
companies retain only certain information for a limited
amount of time. In general, content that takes up a lot of
data space (videos, pictures) is often the first to be delet-
ed. If law enforcement is investigating, it is imperative that
they move quickly to preserve the evidence and send pres-
ervation orders as soon as possible. Talk to survivors about
taking screenshots and saving voicemail, emails, and text
messages, so they can save what they see happening.

It's also important to talk to the survivor about safety. In
some cases, it may be unsafe for the survivor to document
the evidence because the abuser may escalate his/her be-
havior if he/she suspects the survivor is getting help. Prose-
cutors and law enforcement can help educate victims about
their risks and how to identify crimes being committed.

Report the Abuse

Many online sites have policies regarding unacceptable
content on their site. These policies are covered in their
terms of service, content guidelines, or community guide-
lines. Keep in mind that if it does violate their content pol-
icies, the social media website could remove the content,
which means the evidence will disappear. If possible, doc-
ument the evidence before reporting the content. In some
cases, if the site doesn’t have content policies (a personal
blog, for example), the Internet service provider may have
policies that prohibits abusive content.

Most social networks provide a reporting option to re-
port abusive content. If there isn’t a reporting option, find
an email or contact us page and write to the site. Read the
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content policies to understand which policy it could be in
violation. Provide a link to the page or abusive content and
any other information that could be helpful. In some cases,
some websites will not respond. This is important to keep
in mind, because it could feel traumatic for a victim to re-
port something terrible and not get a response.

The Internet, specifically social media, is about connec-
tion and sharing; removing content from one site doesn’t
guarantee its removal from the entire Internet. Also keep in
mind that because content is reported, that doesn’t guaran-
tee its removal or that the abuse will stop. Reporting abu-
sive content is just one strategy.

Remove Online Content

If intimate images or videos are being circulated without
the permission of the victim ("revenge porn"), the victim
could request that the content be removed on the basis of
copyrightifthe victim took the photo or has copyright over
the image. For example, if a survivor took a selfie, shared it
with someone else, and the photo was shared online, the
survivor can request that the photo or video be taken down
because of copyright violation. Most websites in the United
States that allow the sharing of pictures and videos should
have a place on their site to report copyright violation, often
called DMCA or “notice and takedown.”

Another area of concern for survivor is search results. One
of the things that abusers may do is post terrible, reputa-
tion-destroying content so that if someone were to search
for the survivor, that content will come up. Suppressing
search results is incredibly difficult and time consuming.
Another challenge is that because the harmful information
could be on multiple sites, getting each site to remove that
content is almost impossible. One method is to suppress the
results by creating new “good” content that comes up first
in a search. Some companies will work with individuals to
clean up their “online reputation,” but these can be costly.

Review Account Settings

A safety strategy that survivors can do to prevent abusers
from “hacking” or getting into their accounts is to review
their online accounts’ security settings. Most online ac-
counts have security settings where users can update their
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email address, passwords, secret questions, or turn on two-
step authentication.!® These settings can help survivors se-
cure their accounts. Some sites, such as Facebook, will even
allow users to end sessions if they logged in somewhere
and forgot to log off. Some of these sites offer notification
or additional security measures if someone were to log into
the account from a different device or location.

Survivors should also review their privacy settings, which
limit who can see what they share. Some websites, such as
Facebook, offer very granular privacy settings so users can
limit exactly who can see what. Other sites, such as Twitter,
are not as granular, but users can set their privacy so that
only a very limited group of people can see.

Device Privacy & Security

A final suggestion when working with survivors is to help
them secure their devices. As devices (smart phones, tab-
lets, and laptops) become smarter, they store and share a
lot of personal information, which can be misused by abus-
ers to stalk, harass, and control.

¢ Lock these devices with a password to prevent anyone
from getting into the device.

 Log out of accounts and apps so that if someone did gain
access to the device, they can’t get to content in the apps.

¢ Be careful about who has access to the devices and know
what application or software is installed.

 Protect the device against malicious malware or spyware
software by running anti-virus/anti-malware software
and do not open suspicious links or apps.

e Some newer devices have security and privacy settings
built into the device, so go through those settings to en-
sure that the device is as secure as possible.

ONLINE HARASSMENT AND STALKING IS “REAL’

The majority of online abuse can be traced and the per-
petrator can be identified, but it requires knowledge, in-
vestigation time, and resources. Following the digital trail
in technology abuse cases can offer law enforcement and
prosecutors the ability to create solid cases against abus-
ers and truly hold them accountable before they escalate

and cause even more harm to a person. Even if the abusive
behavior is not enough to warrant a prosecution or arrest,
helping survivors document and report what is happening
can be the first steps in building a case.

Harassment, threats, and stalking cannot be ignored, even if
it'’s being perpetrated online or other technology and not in
person. The harassment and stalking is no less real because
it occurs via technology. According to the Stalking Resource
Center, 76% of intimate partner femicide victims have been
stalked by their intimate partner and 54% of femicide victims
reported the stalking to the police before they were killed."
Victims needs to be trusted when they say this is happening,
educated on ways to preserve the evidence, and taken seri-
ously because online abuse can mean offline safety risks.

The Safety Net project has more resources and informa-
tion on online privacy and safety. These resources are
geared toward survivors as well as victim service provid-
ers. Visit our blog: www.techsafety.org/resources to ac-
cess these resources.

This article was originally published in Criminal Justice Mag-
azine, Volume 31, Number 2, © 2016 by the American Bar
Association. Reproduced with permission. All rights reserved.
This information or any portion thereof may not be copied
or disseminated in any form or by any means or stored in an
electronic database or retrieval system without the express
written consent of the American Bar Association.
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